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	Data Protection Policy

	This is a Prince’s Trust policy.
This must be adhered to by staff and volunteers, where applicable.

	Author
	Secretary To The Prince’s Trust 

	Date approved by SMT
	

	Version
	3


	Summary of changes since previous version

	Updated Document Retention Appendix. 



Purpose of The Policy 
The Trust must comply with the Data Protection Act 1998 (DPA), which sets out the law regarding the processing of personal data. This policy and the guidance notes attached clarify The Trust’s expectations of staff and volunteers with regard to the processing of personal data. Personal data means information that relates to a living individual who can be identified from the information. It includes expressions of opinion and intention.
These documents are not intended to be a fully comprehensive. For detailed support and advice on Data Protection, you should contact the Secretary on 0207 543 7480. These documents will be kept under review and will be subject to revision from time to time.

Who the policy applies to

This policy statement and procedure applies to all employees and volunteers who process personal data.
The DPA

The DPA was introduced to ensure that companies keep personal data secure and use it only for the purposes for which it was given.  Individuals enjoy a number of rights regarding the way their personal information is handled, and all companies must ensure those processing personal data on their behalf understand what they need to do and have access to appropriate support and advice. 

DPA requires organisations to manage data according to a number of simple principles. 

In summary personal information must be:

· processed lawfully and accurately;

· processed only for specified and compatible purposes;

· kept secure, accurate and up to date;

· relevant, not excessive and retained for no longer than necessary;

· processed in accordance with the rights of the individual whose personal information is being processed;
Data Security 

Data security is one of the most important areas of the DPA. In June 2008, a note was circulated that sets out key issues regarding data security at The Trust. For ease of reference, it is copied here:
Data Security Summary 

In respecting the personal data for which it is responsible, The Trust expects staff and volunteers to ensure that:

· Computers, laptops, mobile phones and PDAs are kept password protected at all times and locked when not in use, with screen locks enabled if left unattended. Passwords should not be shared or left visible;

· Data and equipment such as laptops or PDAs are never left vulnerable, particularly in public places;
· USB sticks, CD ROMs and floppy discs are not used to transport data that would compromise individuals or The Trust if lost until relevant encryption software has been activated. 

· All staff records and young people’s profile, application and evaluation forms are kept under lock and key in Trust offices. They are not kept at home or left on desks or on fax machines at any time. If copies are made, these should be kept securely and shredded as soon as possible. 

· After visits or meetings with young people, personal data is taken or sent securely to Trust offices as quickly as possible and preferably on the same day, and removed from mobile devices such as laptops immediately;

· Samples of young people’s data for research purposes is exported only through the Evaluation Team at Park Square East. All requests for export should be directed to this team. Requests for exports of data for any other purpose should be directed to the Secretary.  

· All Participant Profile Forms, Medical Forms and Next of Kin forms sent between offices within The Trust or between The Trust and Delivery Partners should only be sent by Recorded Delivery or by secure fax. For more information, please consult Lucy Whitmore’s Guidance for Programme Literature, November 2008.
· Papers, CD Roms and discs containing personal data (such as papers for meetings of Business or Awards Panels etc) should only be sent by registered post or by secure fax. 

· Personal data sent by email to external addresses that would cause distress, loss or embarrassment if mislaid, wrongly directed or compromised is password-protected and encrypted. 

· Records on Trust on Track; Raisers Edge and LMS only contain factual, accurate and up to date information. No data without a business case is retained;

· Monitoring of emails: The Trust reserves the right, in certain circumstances, to access the emails of staff who are absent on leave or unwell. Access is restricted, and requests for access are approved by the Deputy Director of IT, Senior Head of IT or the Secretary. 
These principles are covered in more detail in the guidance notes. All staff and volunteers are required to adhere to the information provided therein.
Data Protection Guidance Notes

This guide covers all the principles, and puts them in four simple sections:

1. Data collection and usage

2. Data quality 

3. Individuals’ rights and other requests for access
4. Data security, storage, destruction and retention.

DATA COLLECTION AND USAGE 

This covers the first two principles:

Data shall be: 

processed lawfully and accurately; and

processed only for specified and compatible purposes.

When The Trust collects personal data, (for example, when young people fill in application forms to join programmes) it must make it clear how it is going to use this information. Accordingly, forms that collect information include what is known as a fair collection notice (FCN). 

The FCN describes how the information will be used and, where appropriate, provides the individual with the option to opt out of receiving further contact from The Trust.  The Trust CANNOT use the information provided in any other way, without notifying the individual first to get their permission. Most Trust forms have pre-printed FCNs, but if in doubt, contact the Secretary.
Sensitive personal data

There is certain data that is considered to be sensitive, and special rules apply to it.

The categories of sensitive data are:

Racial or ethnic origin

Political opinion

Religious or other similar beliefs

Trade union membership

Physical and mental health

Sexual life

Any proceedings for any committed or alleged offences

For example, Trust application forms collect this data. To process this data The Trust has to have EXPLICIT CONSENT. This means it MUST get the individual to sign that they are content that their data is collected and processed. 
Again, The Trust must be absolutely clear how the information will be used can be used. This also includes data captured as part of case study material for publication. 
Xl Club Participants
Whilst those aged 12 and over are considered of sufficient age and maturity to understand their rights under Data Protection legislation, care should be taken. If you work on the xl programme, please make sure that the xl club advisor guides those signing Trust forms, so that they understand what they are signing, the meaning of the FCN and the implications of giving their consent. 

DATA QUALITY 

This covers the next three principles:

Data shall be: 

Kept accurate and up to date

Relevant and not excessive 

Retained for no longer than necessary

Accurate and Up to Date

The Trust wants to ensure that its data is accurate and up to date. In order to comply, staff may choose to send a regular mailing to clients, or contact them by telephone, to ensure their data is correct. It is up to managers determine how often this is done, but a minimum rule of thumb would be once every two years. 
In any event, The Trust should undertake regular reviews of its data. Please identify any mistakes and, where possible, correct them. Where this is not possible, inaccurate records must be weeded out.  

Relevant and not Excessive

The Trust only collects personal data that is relevant to its purpose. Staff and volunteers should avoid the temptation of recording anything in excess of this. Only collect what is going to be used – if you don’t need it, don’t record it. 

Opinions as well as facts are covered by the Data Protection Act. Great care should be made by all staff and volunteers to record facts and not opinion. Remember, people can ask to see the information held about them.
Keeping Information Longer than Necessary

The Trust must be able to demonstrate that it needs the information it holds. Information no longer required for funding or operational purposes should be destroyed. Paper files should be retained in accordance with retention guidelines. Please see the document retention guide at the end of this guide. 

Before employees or volunteers leave, it is the responsibility of line managers to ensure the files they leave behind are relevant, up to date and accurate. 

INDIVIDUALS’ RIGHTS 
Data shall be: 

Processed in accordance with the rights of the individual whose personal information is being processed.

The DPA provides people with a number of rights in relation to the processing of their personal information. These rights are:
1. the right to obtain a copy of the information about them, plus a description of the type of information being processed, the uses that are being made of the information and those persons to whom their personal information has been disclosed. 

2. the right to withdraw consent.

3. the right to have inaccurate information about them corrected.

4. the right to object to direct marketing.

5. the right to claim compensation where they have suffered damage or distress as a result of a breach of the DPA. 

1. The right to obtain a copy of the information about them. 
At any time, anyone can contact The Trust to request to see information held about them. This information may be held on computer, archives, emails or in paper-based files. 

All such requests must be made in writing to us.  Please contact the Secretary straight away if you receive a request for a disclosure of this kind. 

2. the right to withdraw consent 

Any young person, donor or supporter can contact The Trust and request that it cease to process their personal data. This is known as withdrawal of consent. Those wishing to do so must write in with the reasons why they wish The Trust to cease using their data. A response must be sent within twenty-one days. Again, if you receive such a request you should contact the Secretary for guidance on how to proceed. 

3. the right to have inaccurate information corrected.

The Trust should ensure its records are accurate and up to date and do not contain inaccurate or erroneous statements or opinions. 

Under the DPA, anyone is entitled to compensation where they have suffered damage due to unlawful data processing. That means they can sue The Trust. 

If anyone approaches you in order to have their details corrected correct their details, you should take the appropriate action. If in doubt, contact the Secretary.

4. the right to object to direct marketing

People have the right to decide whether or not they wish their information to be used for direct marketing purposes. The Trust offers the option to “opt-out” of receiving marketing materials. Anyone can opt-out at any time and The Trust must respect this and amend records to ensure mailings no longer continue. 

Other Requests for Access 

Sometimes The Trust is contacted by third parties who would like access to client records. 

a) The Police

If the police contact you for data, you should confirm with the police that the reason for the request is that they wish to contact a named individual about a named criminal investigation (regardless of whether that individual is a suspect or witness) and that failure to release the data would prejudice the investigation.  Most police forces will have their own request form which should always include a statement confirming that the information requested is required for the purposes covered in Section 29 of the Data Protection Act, a brief outline of the nature of the investigation and the subject’s role in that investigation, and the signature of the investigating officer. This document must be obtained prior to the release of any information. All requests from the Police should be sent to the Secretary for action. 
b) Other third parties

If The Trust is approached with a request for information about a data subject from any other third party the following approach should be taken.

As a general rule The Trust only considers approaching a data subject if releasing information will be in their interest.  The Trust needs to get written consent from the data subject allowing  the information to be released.  We need to let the data subject know as much information as we can about the request so that they can make an informed decision as to whether they are willing to let the information be released.  Please record who made the request, what information they want and why. There are instances where The Trust can proceed without consent and it approaches these requests on a case by case basis. 
Please note, this criterion includes parents who wish to see data. Even if a parent or guardian was present at the time the data was collected we require consent from their child before releasing information to them.  

Please refer all disclosure matters to the Secretary 

c) Court Order

We may receive a request for disclosure through Court Order. In these circumstances, you should contact the Secretary.
d) Research purposes

Occasionally a company or a funder will wish to use our data for research purposes. If our clients have given consent through the FCN we can usually proceed. This is not always the case and advice should be sought before data is released. 

Sharing Information 

Again, as a rule of thumb, data can only be shared with the individual’s consent. There are occasions where it may be necessary to share information without consent. Examples of these occasions are where, in the immediate circumstances, it is not possible to obtain it beforehand or because it might prejudice the purposes for which the information is being disclosed. Examples are as follows, however if in doubt, please contact the Secretary. The Trust will consider every request on a case by case basis. 
· The individual is at risk of harm, needs urgent medical treatment, or may harm someone else.

· The disclosure prevents an individual committing a criminal offence that could put others at risk or place a member of staff or any other person at risk of accusations of collusion.

· If the organisation is ordered to provide information as part of legal proceedings – such as when solicitors require to employment records as part of litigation claims against The Trust or requests from the police above.

· To protect children, young people or vulnerable adults from abuse.

Collecting data or buying from Third Parties

This refers to situations where The Trust might buy in mailing lists, for example. You should obtain confirmation that the party providing the information has the consent of the person to whom the information relates and to be sure you should ask to see the FCN. If you cannot get this confirmation then do not collect the data. Please note, The Trust does not sell its data. If it intends to share it with other organisations, the FCN must make this clear. If in doubt, seek advice.
Data Security, Storage and Destruction

This covers the final principle, that data shall be kept secure. 

Secure Storage and Handling
The Trust has a responsibility to everyone to ensure that they can have complete confidence that the information they give us will be treated with respect. This means files are kept locked away when not in use.  Paperwork is not left out overnight or at unattended desks. This includes staff records, including performance reviews and other personal information. Screen savers are kept enabled.

Remember, only those staff and volunteers who need to have access to data in order to carry out their roles should have access to it. 
Manual Records
Manual records are those containing information about clients, employees and volunteers that are not held on computer. These files do fall within the regulations of the DPA, as they are considered relevant filing systems. Relevant filing systems are defined as “any set of information relating to individuals to the extent that… the set is structured, either by reference to individuals or by reference to criteria relating to individuals, in such a way that specific information relating to an individual is readily accessible”. Even if files are recorded by business number it will have, as part of its own referencing system, a method to identify the individuals concerned. 

All manual records kept in Trust offices are kept in secure filing cabinets.

Manual records kept by volunteers or by staff working at home should be kept in secure filing cabinets and should contain only the most recent client contact data, all other records should be kept in the office file. A record of files kept in home offices must be kept in Trust offices.

Access to manual files should be restricted to named staff and volunteers. One member of staff should have responsibility for files and hold the keys to the cabinets. This responsibility will include knowing where files are if they are not in the filing cabinet. 
Where files are taken out of the office, best practice would recommend that each office uses a library system for files, with files logged in and out, with a return date. Those logging files out are personally responsible for the file until it is returned. A maximum log out time should be 2 weeks. Files not returned in time must be tracked down at once. A log should also be kept where files have been copied. Photocopies of documents should be shredded after use. 

Files should never be left in unattended vehicles.
When staff or volunteers leave, managers must ensure that all files and records are returned for central filing or destruction. 

Computer records

All Trust computers are password protected with passwords that are automatically changed every 30 days.  This means that even if a lap-top is stolen only someone knowing the password will be able to access Trust data.  It is imperative that passwords are kept secret. Do not share your password with anyone.

It is Trust policy that all computers have password protected screen-savers and these are kept enabled. This includes volunteers’ equipment that is used for Trust business and contains data given to The Trust. 
It is an individual’s responsibility to safeguard information held on personal IT equipment in the same way as paper files held at home.  Such information must be transferred to Trust equipment at the earliest opportunity and deleted from personal equipment. To ensure information has been completely deleted, please contact MIS.

Access to Trust on Track and Raisers Edge is restricted to designated and trained staff only. Access to all other databases is restricted to designated staff and is password protected.Line managers can authorise appropriate access to systems through the new/amended user form. 

Emailing personal data should be an exception. Any request for data to be emailed must be appropriately authenticated – do not just send data without checking who is asking and why. If in doubt, do not send it. 

Verbal leaks

All staff members and volunteers should be informed that they need to be careful at all times not to disclose information about clients, however inadvertently. The Trust has a Confidentiality Policy on TrustNet and all staff and volunteers should be made aware of its contents.

Archiving records

The Trust has a national contract with Recall Ltd for archiving and destroying materials. Each region/country may have its own account with Recall or have made alternative arrangements for secure archiving and destruction. Archived Files may NOT be retained in the home offices of staff or volunteers.  When placing records in external storage we create schedules showing what has been placed in each box so that records can be retrieved if required.

Computer records should be backed up onto CD ROM disks and then archived.  Each country and region should have access to at least one computer that can burn CDs, if not then please contact the central MIS team.  The CDs should then be placed with the relevant paper files and archived with them.

Destruction

Those files no longer required should be destroyed. This should be done as follows:
Paper Files

All paper files should be shredded or incinerated. Any paper files in the possession of volunteers should be brought into the local office for destruction. When records are destroyed by external storage companies we are issued with a certificate of destruction, these should be kept and filed.

Deleting information from computers
Each individual system is set up with protocols for managing data including destruction.  Where the Trust no longer has any business use for data it should be deleted from systems. Please seek guidance from MIS in order to ensure that data is completely destroyed.

Computer discs and CDs are destroyed by returning them to the MIS Department at PSE who have the specialist equipment necessary to wipe discs clean of data before destruction. COMPUTERS ARE NEVER SOLD as with discs and CDs all surplus equipment must be returned to MIS for wiping before destruction. 

On leaving The Trust, volunteers and home workers must return computer equipment following a file housekeeping exercise with Trust staff. 
Document Retention 

	File Type
	Paper Files - Retention Period (in years)
	Electronic Records - Retention Period (in years)

	
	
	

	Accounting & Finance
	
	

	Purchase Ledger and payments cash book
	6, from year’s end or until 31/12/25 whichever is longer
	

	Revenue purchase invoices, petty cash records, staff expenses and procurement card receipts 
	6, from year’s end or until 31/12/25 whichever is longer
	

	Capital expenditure invoices
	10, from year’s end or until 31/12/25 whichever is longer
	

	Supplier correspondence, quotes, tender documentation
	3 years or until 31/12/25 whichever is longer
	

	Bank paying in counterfoils and bank statements
	6, from year’s end or until 31/12/25 whichever is longer
	

	Bank reconciliations
	6, from year’s end
	

	Donor correspondence and remittance advices
	6, from year’s end or until 31/12/25 whichever is longer
	

	Sales Ledger and receipts cash book
	10, from year’s end or until 31/12/25 whichever is longer
	

	Gift aid declarations/Deeds of covenant
	6, from end of tax year in which payment under the declaration was made.
	

	Legacies
	6, after the estate has been wound up
	

	Payroll records and payroll control account
	6, from year’s end or until 31/12/25 whichever is longer
	

	Income tax records, annual returns to HMRC etc
	6, from year’s end
	

	Annual Report & Accounts (signed) and Annual Review
	Permanently
	

	Investment certificates and investment ledger
	Permanently
	

	Fixed asset register
	Permanently
	

	
	
	

	Insurance 
	
	

	Policies
	3, after lapse
	

	Claims correspondence and accident reports
	3, after settlement
	

	Employer’s Liability insurance certificate
	40
	

	
	
	

	Contracts
	
	

	Contracts with public and private sector funders, delivery partners, suppliers and all other agreements or contracts
	6, from expiry or termination of contract or until 31/12/25 whichever is longer
	

	Any contract or agreement executed as a deed
	12, from expiry or termination of contract or until 31/12/25 whichever is longer
	

	Public sector claims correspondence and supporting documentation 
	6, from expiry or termination of contract or until 31/12/25 whichever is longer
	

	
	
	

	
	
	

	Health & Safety
	
	

	General policy
	6, after each amendment
	

	General register
	2, from last entry
	

	H&S meetings & committee reports
	6, as a minimum
	

	Disaster recovery plan(s)
	Until new plan is promulgated
	

	Emergency communication plans
	Until new plan is promulgated
	

	Accident Book
	3, from the date of each entry
	

	RIDDOR: Records of any reportable injury, disease and dangerous occurrence
	3, from the date of each entry
	

	Management of H&S at Work Regulations: Significant findings of any risk assessment carried out to comply with regulation 3 and any group of employees identified as being especially at risk.
	At least until a further risk assessment has taken place which renders the first one obsolete
	

	COSHH:
	
	

	Significant findings of risk assessment undertaken in accordance with regulation 6.
	At least until a further risk assessment has taken place which renders the first one obsolete – though 10 if there have been potentially dangerous exposures. 
	

	Control of Asbestos at Work Regulations:
	
	

	Record of control measures
	5 
	

	
	
	

	Information Management:
	
	

	Procedure Manuals – such as toolkits, The Handbook.
	A record of all versions of should be kept for the life of The Trust. 
	

	Model contracts, memoranda of understanding
	A record of all versions of should be kept for the life of The Trust
	

	Archive records
	3, or until documents destroyed
	

	Destruction records 
	3
	

	
	
	

	Human Resources
	
	

	Job applications & interview records
	6 months after notification
	

	Employment terms, conditions & contracts
	6, after employment ends or until 31/12/25 whichever is longer
	

	Personnel & training records
	6, after employment ends
	

	Annual leave cards
	Minimum of previous / last 2 years - 6 years, after employment ends
	

	Payroll and wage records
	6 , from year’s end or until 31/12/25 whichever is longer
	

	Maternity pay records and records required to kept in accordance with the Statutory Maternity Pay Regulations
	Would be in personnel file which is kept for 6 years
	

	Sickness records for the purposes of Statutory Sick Pay
	Would be in personnel file which is kept for 6 years
	

	Complete sick absence record showing dates and reasons for sick absence
	Would be in personnel file which is kept for 6 years and also on HRIS (currently ADP)
	

	Death Benefit Nomination/Revocation Forms
	While employment continues, or 6 years after payment. 
	

	
	
	

	Pension Scheme:
	
	

	Trust deed and rules 
	Life of Scheme
	

	Statement of principles and policies
	12
	

	Pension scheme investment policies
	12, after cessation of any benefit payable 
	

	Inland revenue approvals
	Life of scheme
	

	
	
	

	Intellectual Property
	
	

	Agreements & licences
	6, after expiry
	

	Assignment of trademarks
	6, after cessation of registration 
	

	Certificates of registration
	6, after cessation of registration
	

	
	
	

	Property
	
	

	Asbestos records
	40, as a minimum
	

	Asset registers
	Permanently 
	

	Leases & licences 
	15, after expiry
	

	Maintenance & repair contracts 
	15, after performance
	

	Service agreements
	15, after service ends
	

	Sub-letting agreements
	12, after expiry
	

	Young people data
	
	

	Trust on Track records
	
	8, or until 31/12/25 whichever is longer

	Trustontrack Enquiries 
	
	1 year

	Profile forms, Outcome Surveys, My Journey evaluation forms
	8, or until 31/12/25 whichever is longer
	8, or until 31/12/25 whichever is longer

	Next of kin and medical forms
	For the duration of the programme and three months afterwards. If there is progression after the programme, the forms should be kept for 3 months after the progression support ends. 
	

	Parental consent 
	8, or until 31/12/25 whichever is longer
	n/a

	
	
	

	Awards and Enterprise financial data
	
	

	Awards files, including application and approval for funding
	5
	8, or until 31/12/25 whichever is longer

	Enterprise files including application and approval for funding
	5
	8, or until 31/12/25 whichever is longer

	Loan Agreements and data
	5, after the loan has been repaid/defaulted
	8, or until 31/12/25 whichever is longer

	
	
	

	Delivery Partner records 
	
	

	Contracts with delivery partners, suppliers and all other agreements or contracts
	6, from expiry or termination of contract or until 31/12/25 whichever is longer
	n/a

	End of Programme Reports, Team Reviews
	1 year 
	n/a

	Delivery Partner Annual Reviews
	8
	n/a

	Xl Delivery Partner contact list
	2, or lifetime of xl club
	n/a

	
	
	

	Volunteer data
	
	

	Trust on Track records (see below)
	
	

	All hard copies of volunteer data e.g. application forms contained within volunteer files
	1 year post exit or within six months if volunteer is not selected at the recruitment stage.
	n/a

	
	
	

	Quality 
	
	

	Quality Assurance Report 
	5 years
	n/a

	Self Assessment
	5 years
	n/a

	Complaints/ Customer Feedback 
	1 or 2 years 
	n/a

	
	
	

	Health and Safety 
	
	

	SMS reviews
	3 years
	n/a

	Competency Checklists
	3 years
	n/a

	
	
	

	Contract files
	
	

	Most of our funding agreements include audit rights for our funders that may finish years after the project has ended, for example our current ERDF contracts require documents to be held until 2025.  Programme staff must liaise with their local Corporate Services team to identify the records and the format of the records (for example original signed forms or scanned versions) that may be required for future audit and archive these separately from other client data with the destruction date as notified by the funder.
	Please review with your Corporate Services team what records need to be kept and for how long for audit purposes
	Please review with your Corporate Services team what records need to be kept and for how long for audit purposes


Volunteer Data on TrustonTrack

Please note not all data categories on ToT are listed as they do not contain personal information

	Trust on Track Data
	Retention Period 

	Reference Number
	3 years

	Name
	3 years

	Volunteer Status
	3 years

	Volunteer Group
	retain indefinitely

	Current Roles
	retain indefinitely

	Country/Region
	retain indefinitely

	SubRegion
	retain indefinitely

	Home Contact details (Address/Phone/Email)
	3 years

	OrganisationName
	retain indefinitely

	Work Contact details
	3 years

	MainPTContact
	retain indefinitely

	Diversity Data
	retain indefinitely

	HeardFrom
	retain indefinitely

	MarketingMethod
	retain indefinitely

	ExitDate & Reason
	retain indefinitely

	VolunteerGeneralNotes
	3 years

	Diary

	Task type
	retain indefinitely

	Subject heading
	3 years

	Notes
	3 years

	Attachments
	3 years
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