Internet Email Services 

Internet email services include hotmail, yahoo and several other brands, they allow people to connect to a internet site, via a web browser on any PC with internet access, from which they login and send/receive email under a personal email address (eg joe.bloggs@hotmail.com).

These services are excellent for people travelling the world etc as they can connect via any internet café and pick-up emails whenever and wherever they happen to be.

Issues

However, these services open the door (a back door) to significant risks for the Trust.

· Viruses and Trojans are specifically targeting internet email users as a way of bypassing corporate security and virus protection systems. Potentially this can lead to downtime for a PC, an office server or even the Trust network – the risk is low, given our investment in security/virus protection, but it is real.

· Trust business email must always be sent using a Trust email account (i.e. in our name and brand), and to Trust standards (please see the internet and email policy on Trustnet). Recently we have seen internet emails containing inappropriate language forwarded in the Trust’s name. Trust emails are monitored to trap bad language and therefore to avoid potential damage to our reputations, we can not however monitor or manage an internet email service provider in the same way.

· Internet email services bypasses some of our security/virus systems which are designed to protect staff  from the ‘darkside’ of the internet and ensure we benefit from the positive ‘information rich’ environment of the internet in delivering our services to each other and our clients.

Trust Email

The Prince’s Trust email has the extension @princes-trust.org.uk. The majority of staff have a personal Trust email account (e.g. gordon.mead@princes-trust.org.uk) and those staff without a personal email address share a generic address such as office@ or reception@.

All staff have access to Trust email, and following responses to my email in March no business reasons have emerged for the use of Internet email services.

Blocking of Internet email services

Given risks to the Trust systems, services and reputation and the lack of business reason for the use these services and following approval at CEC we will be globally blocking access in the very near future.

This will not block email sent to a hotmail account (or other internet email service accounts) from a Prince’s Trust email. All staff will continue to be able to send to any valid email address.

This will not block email sent from a hotmail account (or other internet email service accounts) to a Prince’s Trust email account. All staff will continue to be able to receive from any valid email address.

This will block access to internet email based services – i.e. from Prince’s Trust PCs staff will have access to the Prince’s Trust official email system only not an internet based email service.

Email use

The Trust is happy for staff to use the Trust email system, within reason, for communication with friends and relatives, for online purchases, for personal banking and for booking that cheap last minute holiday etc.

We are happy for staff to benefit from the infrastructure we now have in place and the blocking of Internet email services is a move to ensure the continued integrity of those services both for business and personal use.
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