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The Prince’s Trust

Information Technology, Internet & Email Policy

Human Resources Department
Issued by: Human Resources and IT Departments
Date: December 2003
Issue No: Two
Summary

This policy applies to every system user of The Prince’s Trust and any volunteer or other person authorised to use the email and/or internet facilities provided by The Prince’s Trust.
Whilst enforcing this policy the Trust will take full account of individual rights under the data protection act and other legislation as appropriate.

The policy details the on-line (Email and Internet) behaviour expected of all Prince’s Trust system users and your responsibilities with respect to using systems appropriately.

Illegal, abusive or inappropriate use of systems made available to you can result in disciplinary action and potentially dismissal from employment. It is important you read, understand and apply this policy.

Please read this policy and return a signed copy of the final page, as detailed, to acknowledge receipt and adherence to this policy. 
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DEFINITIONS 

‘document’ means any kind of file that can be read on a computer screen as if it were a printed page, including the so-called HTML files read in an internet browser, any file meant to be accessed by a word processing or document publishing programme or its viewer, or files prepared for the Adobe Acrobat reader or  other electronic publishing tools

‘display’ means any kind of display, including display by monitors, flat panel active or passive matrix displays, monochrome LCDs, projectors, television and virtual reality tools’.

‘Graphics’ - includes photographs, pictures, animation, movies, or drawings.

‘Display’ - includes monitors, flat panel active or passive matrix displays, monochrome LCD’s, projectors, television and virtual-reality tools.

INTRODUCTION

This policy applies to every system user of The Prince’s Trust and any volunteer or other person authorised to use the email and/or internet facilities provided by The Prince’s Trust

The content in this document contains the rules regarding usage within The Prince’s Trust and has been written jointly by Human Resources and IT.

There are a number of concerns that The Trust has in respect of the potential dangers of communicating by email and use of the Internet. It is therefore appropriate that The Trust has a policy applicable to all with access to systems at all levels that use email, so that everyone is aware of the procedures to be used in respect of IT and other Internet applications. HR and IT update this policy from time to time.

Also see INFORMATION TECHNOLOGY PROCEDURES Mis01 Issue 2 August 2001 - includes procedures and guidelines regarding Service Level Standards & Support; E-mail; DeskTop Publishing; Laptop Loan Policy; Ten Golden Rules about Computers.

EMAIL USAGE

E-mail, whether internal or external is often used as a substitute for conversation. It can be quicker, often cheaper and is sometimes easier than trying to reach someone on the telephone. In that use, it is easy to overlook the fact that conversations are selective, informal and not recorded. E-mails, either by accident or by design, may be none of these. They are easily distributed to an audience wider than that intended, can amount to legal documents and are at least potentially in permanent form.

INTERNET & EMAIL RULES

Your conduct when using email or the internet must comply with all Trust policies currently in force and as amended, including but not limited to those which relate to intellectual property protection, privacy, misuse of corporate resources, sexual harassment, information and data security, and confidentiality.  The display of any kind of sexually explicit image or document on any Trust system is a violation of the Trust’s policy on sexual harassment.

Any breach of this policy may be viewed as a serious disciplinary matter and may amount to gross misconduct meriting summary dismissal.

1. You must not use email or the internet to access, create, transmit, forward (either deliberately or accidentally), download, store or display any discriminatory, offensive, obscene harassing (on grounds of race, sex, disability or otherwise) or indecent images, data or other material, or any data capable of being resolved into such images.  The items prohibited under this paragraph include images containing nudity, and images depicting sexual activity.  The prohibition on transmitting offensive data includes a prohibition on using swear words in emails you send.

The Trust reserves the right to block access from within any Trust network to any website containing inappropriate material. If you connect by accident to a website containing sexually explicit or offensive material, you must disconnect from the website immediately, even if it is not one to which the Trust has previously blocked access.

2. The question of what constitutes offensive material is not one for the sender to determine – it is the effect on the recipient, which is important. You must not pass on any material, which risks causing offence to any recipient. Whether or not you intend to cause offence and whether or not you yourself find the material offensive is irrelevant.

3. If you generate and/or pass on e-mails to other users you must be very clear as to the intended recipient. The inadvertent despatch of material to a collective user group, is no different from sending it individually to all those within that group.

4. The Trust must assume in the first instance that any material accessed or coming from or via your terminal/PC was accessed generated and/or passed on by you. If you need to be away from your desk for any period and wish to avoid abuse of your terminal/PC, you must log out whilst absent. For the same reason you should not reveal your e-mail login password to any other person.  

5. E-mail and Internet access is provided for business purposes only. Limited personal use is acceptable provided that by its volume, content or timing it does not interfere with your work for The Trust or the rights and sensitivities of others. Subscriptions to news groups/mailing lists are only permitted when the subscription is for a work-related purpose. Any other subscriptions are prohibited. If you send a personal email you must type ‘Personal email:’ in the subject bar.  Email, which is not identified in this way as being personal, will be assumed by the Trust to be business related.  All emails should in any event clearly identify their subject in the subject bar.

6. The Trust reserves the right to monitor and/or record all incoming and outgoing email (and other electronic material) for its legitimate purposes to the fullest extent allowed by law. In particular the Trust reserves the right to scan automatically all incoming and outgoing email to detect the presence of prohibited material, to filter out incoming “Spam” and garbage mail. 
7. If you are absent from the office, other than on a routine break, during the course of the working day, the Trust also reserves the right to open emails addressed to you which are not either marked as “personal” or are clearly identifiable as personal from the subject bar in order to check whether they relate to business matters which need to be dealt with before your return.  Personal incoming or outgoing email may exceptionally be opened and read by the Trust if there are reasonable grounds to suspect a breach of this policy.  An informal impact assessment will be carried out before this occurs.  You should not, therefore, have any expectation of absolute privacy in any email usage.

The Trust’s security systems are capable of recording (in relation to each user) each internet site, chat-room, or newsgroup visit or file transfer into and out of our internal networks, and this information will be monitored to ensure that these uses of the system are in accordance with the Trust’s policy.

8. The Trust reserves the right to collect and use in any way (including disclosure to third parties inside or outside the Trust) for any lawful purpose personal data and sensitive personal data about you which it becomes aware of through monitoring or recording your email and internet use, and you consent to this by signing this policy

The following information about your internet and/or email use is routinely retained on the Trust’s network or in its other records:

· Emails you have deleted

· Traffic data about emails you have sent or received 

· Record of a visit to a website 

The Trust reserves the right to retain any information about your internet and/or email use for longer periods in connection with its legitimate business needs (e.g. disciplinary proceedings)

9. The Trust expects all emails to be written in a civil, professional and amicable tone. The Trust will not tolerate bullying by email or “flame-mail”. The use of obscene language or swear words is prohibited. 

10. For your own protection and that of The Trust, you must not use email to distribute or pass on any material which is actually or potentially defamatory of any person, firm or company, whether or not connected with The Trust. Jokes at the expense of named or identifiable others are included within this prohibition.

11. You must take extra care when communicating material confidential to The Trust to ensure that it reaches only recipients who have a right to see the information. Given the lack of secrecy inherent within email systems, no confidential, sensitive or otherwise proprietary information including customer data or other material restricted by Trust policies and procedures is to be communicated by e-mail or revealed in chat rooms or to newsgroups.  Messages sent to recipients off site by the Internet are not secure.
12. As with all other business correspondence emails are disclosable in the course of legal proceedings, if they are relevant to the issues raised in those proceedings. It is therefore particularly important that sensitive matters which could be construed as being relevant to any potential proceedings, should not be discussed by e-mail. It would be more appropriate to discuss them during a meeting instead. As emails are potentially discoverable documents, you should be conscious of the fact that by forwarding an email you may very often refer to earlier correspondence or indeed forward that earlier correspondence as an attachment. Consequently sensitive matters can be spread exponentially contrary to your original intention.

13.  If conducting dealings with outside companies, suppliers’ etc. by email, remember that you could inadvertently create a binding contract with that third party. You should only deal with third parties by email if your job requires it. The Trust expects figures to be typed both in words and numbers so as to avoid expensive clerical errors. Check business emails before despatch as carefully as you would check a written contract containing the same matters.

14. Never authorise anything that needs your signature via email. Authorisations and certifications must be paper documents.


15. Use of the email system to copy and/or transit any documents, software or other information protected by copyright laws is prohibited.

16. Any software or file downloaded via the Internet into the Trust’s network becomes the property of the Trust. Any such files or software may be used only in ways that are consistent with their licences or copyrights.

17. You may not use the Trust’s facilities knowingly to download or distribute pirated software or data.

18. You may not use the Trust’s Internet facilities to deliberately propagate any virus, worm, Trojan horse, or trap-door program code.

19. You may not use the Trust’s Internet facilities knowingly to disable or overload any computer system or network, or to circumvent any system intended to protect the privacy or security of another user.

20. Each person using the Internet facilities of the Trust shall identify himself or herself honestly, accurately and completely at all times (including the name of the Trust, and his or her role within that organisation). 
21. You must not send anonymous e-mails, or falsify e-mails to make them appear to originate from another user.
22.  You should schedule communications-intensive operations such as large file transfers, video downloads, mass E-mailings and the like for off peak times.
INTERNET USAGE  

The Prince’s Trust provides access to the vast information resources of the Internet to help you do your job faster and smarter, and be a well-informed business citizen. The facilities to provide that access represent a considerable commitment of resources for telecommunications, networking, software, storage, etc. 

INTERNET USAGE PHILOSOPHY 

We insist that you conduct yourself honestly and appropriately on the Internet, and respect the copyrights, software-licensing rules, property rights and prerogatives of others, just as you would in any other business dealings. 

Under the Computer Misuse Act 1990 it is an offence for unauthorised users inside or outside the Trust to access Prince’s Trust systems with or without the intent to commit or facilitate further offences. It is also an offence to modify programmes written by or for the Trust without authorisation by the Deputy Director of IT. 

Unnecessary or unauthorised Internet usage causes network and server congestion. It slows other users, takes away from work time, consumes supplies, and ties up printer and other shared resources. Unlawful Internet usage may also garner negative publicity for the Trust and expose the organisation to significant legal liabilities.

The chat rooms, newsgroups and e-mail of the Internet give each individual Internet user an immense and unprecedented reach to propagate the organisation’s messages and tell our business story. Because of that power we must take special care to maintain the clarity, consistency and integrity of the Trust’s corporate image and posture. Anything you write in the course of acting for the Trust on the Internet can be taken as representing the organisation’s corporate posture. That is why we expect you to forgo a measure of your individual freedom when you participate in chat rooms or newsgroups on the Trust’s business, as outlined below.

While our direct connection to the Internet offers a cornucopia of potential benefits, it can also open the door to some significant risks to our data and systems if we do not follow appropriate security discipline. As presented in greater detail below, that may mean preventing machines with sensitive data or applications from connecting to the Internet entirely, or it may mean that certain users must be prevented from using certain Internet features like file transfer. The overriding principle is that security is to be everyone’s first concern. An Internet user can be held accountable for any breaches of security or confidentiality.

INTERNET SECURITY 

The Trust has installed a variety of firewalls, proxies, and Internet address screening programs and other security system policy to assure the safety and security of the Trust’s networks. 

User IDs and passwords help maintain individual accountability for Internet resource usage. If you obtain a password or ID for an Internet resource you must keep that password confidential. Trust policy prohibits the sharing of user IDs or passwords obtained for access to Internet sites.

No file may be saved to the system from an Internet site unless permission to do so is expressly given by the site, and approval is given by your line manager/it is work related. Any file that is saved to the system from an Internet site must be scanned for viruses before it is run or accessed.

INTERNET MANAGEMENT & ADMINISTRATION  

We reserve the right to inspect any and all files stored in all areas of our network in order to assure compliance with policy.

The Trust’s Internet facilities and computing resources must not be used knowingly to violate
the laws and regulations of the United Kingdom or local jurisdiction in any way. Everyone is responsible for seeing that they use e-mail effectively and lawfully. 

Only those staff or officials who are duly authorised to speak to the media, to analysts on behalf of the organisation may grant such authority to newsgroups or chat room participants.

The Trust retains the copyright to any material posted to any forum, newsgroup, chat or 
World Wide Web page by any you in the course of his or her duties.

You are reminded that chats and newsgroups are public forums where it is inappropriate to reveal confidential organisational information, customer data, and any other material restricted by existing Trust policies and procedures. Releasing protected information via a newsgroup or chat (whether or not the release is inadvertent) will be subject to all penalties under the existing security policies and procedures.

Use of the Trust’s Internet access facilities to commit infractions such as misuse of organisational assets or resources, sexual harassment, unauthorised public speaking and misappropriation or theft of intellectual property are also prohibited by general Trust policy, and will be sanctioned under the relevant provisions of the personnel manual.

INTERNET AND EMAIL POLICY ACCEPTANCE RETURN.

I have read [this policy/the Trust’s Information Technology, Internet & Email Policy], and I accept the rules and guidelines in it. I also consent to any monitoring and/or recording carried out by the Trust and any collection or use of personal and/or sensitive personal data in accordance with in accordance with the policy.

Signed:

Print Name:

Dated:

This form is to be completed and returned to HR.
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